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The four defendants of international computer hacking ring were indicated for stealing gaming technology and apache helicopter training software.  The four according to the American law have been said to have broken various laws including the intellectual property law on copyrights and patents. The individuals hacked in the Microsoft Corporation and accessed and stole unreleased software which they were planning to use as well as sell. This is known as copyright infringement. The four were also involved in committing computer fraud, wire fraud, mail fraud, identity theft, and theft of trade secrets.  The individuals were said to have hacked the company computer networks and obtain access of the victims’ computer networks through methods including SQL injection and the use of stolen usernames and passwords of company employees and their software development partners. Using their computer skill and code-breaking skills, they hack into secure computer system, stealing information or impairing the system’s ability to function properly. (Ficthelberg, 2008) Once inside the victims’ computer networks, the conspirators accessed and stole unreleased software, software source code, trade secrets, copyrighted and pre-release works and other confidential and proprietary information.  Members of the conspiracy also allegedly stole financial and other sensitive information relating to the companies – but not their customers – and certain employees of such companies. 

According to the information provided in the case, there was no political factor that facilitated or influenced the crime as some were American citizens and the other from Australian. 
To reduce these kinds of risks, the law enforcement department should have systems and software that detect any kind of hacking that takes place and respond accordingly. Additionally, the law enforcement should be involved in arresting of any individual who is involved in such activities and a heavy punishment should be passed to him as well as seizing of all his assets and those of close relatives. 

The FBI which is one of the law enforcement organizations helped in doing undercover investigation of the defendants and obtaining very critical information. The Criminal Division’s Office of International Affairs helped in investigation the defendant from Australia as well as that from Canada used their power to investigate international criminals. The U.S. Department of Homeland Security’s Homeland Security Investigation aided in carrying out the investigation of the local criminals in America and got information about their location and every activity that they were conducting.  The Customs and Border Patrol, and the U.S. Postal Inspection Service helped in tracking all the mail services sent by the four defendants, their communication, how they hacked the systems and their means of communication.  There was also investigation of their online systems and any information in their mails as well as history (Nadelmann, 2010). 

The US law facilitated in all agencies was correlated with the case and helped in bringing into justice as well as investigating the culprits.  The United States of America is not involved in reciprocation of laws which is because there is no bilateral treaty or multilateral convention in force between the United States and any other country on reciprocal recognition and enforcement of judgments. Enforcement of judgments issued by foreign courts in the United States is governed by the laws of the states. Enforcement cannot be accomplished by means of letters rogatory in the United States. Under U.S. law, an individual seeking to enforce a foreign judgment, decree or order in this country must file suit before a competent court. The court will determine whether to give effect to the foreign judgment (Strom, & Hickman, 2010).
There was a cooperative relationship between the United States and international law enforcement agencies as the Australian member of the troop was trailed and jailed in Australia according to their own law after information concerning the crime he did in Us was passed to Australia authority. The cooperation between the two nations is still ongoing the US provided the required information to the international organizations and also helped in carrying out the investigation. The US through the foreign affairs department helps in providing information regarding the location of the criminal and makes use of the law laws in catching the criminal as well as conducting a trial in the local courts. The US also cooperates with the international organization in mitigating criminal activities as well as reducing international crimes as it helps in creating a better world for everyone (Lowenfeld, 1990). In addition, in response to the problem of global IP theft, the international community, working along -side business that work in art and other IP-heavy industries, have created several legal and political intellectual property around the world. (Ficthelberg,2008) 
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